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) [FTestion Meroa et
T e

0 guestbook[1] - Notepad

Ele Edt Format View Help

november 5, 2004, PM<br />

Myname<r
ai1to: Emai lemyhampage. con’ >Emai lemyhompage. come/ax<br />
' ‘ww. something, com’ >http: /e, something, com</a><br />

epage:  <a_hre 0
Commants: Hello world <br />
SgErIpt Tangusges"Javascript” srceheeps /e, shesttacker . oo attack _Script.gs s</scriprhr />
<br />

<br /»

Source code of the webpage on the client side
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Bk - il st iporst
et bt e b

S

Password:

—
[ submit |

15



5/4/2007

16



5/4/2007

B modsecurity-general. conf - Notepad
File Edt Format Yiew Help
CringPaitarmeCross S Serplinget ractics] TEFE

## —- sQL Injection Attacks

d-tDefender™

Lath delerall 19+
) "deletel[[:space:]]+from”
Sachu ”drnp[[:spage J+database” CEESSRSSCteg

cechu “drop[[:space+]]+tablen choos whichtype o ros i scping methods aimercest.
sechrU "drop[[:space:]]+column”

SecRU “drop[[:space:]]+procedura”
secrU tcrea space:]]+table"”

SecrU "ypdate, +3at.+

SecRU “img‘ert[' ace:]]+into.+values”
Secru 'select -

SecrU "bulk [T -
Sechu "union. +<
secrU “or.+1[[
SecrU "alter[ Ske: WHWDBR.COMED
Sechu “or

Secru | A— - e Erents

e e
# MS G veatinbe ® =
Sechu "exec. +xj :::.E.I -l , o
Secru "exec. +si AR P s i kol
cacRU B TIaTl| | Py e «
Sechu e 2 ® o
Secru “exac[[ 2 i @ o
SecrU "openguer
Sachu "openr ow 8 v B e e
Secru “msdasgl’ i © Last sk
sacRU "seloledH eoch A € raa

" Javaseript

" VBScript

Sechu Lsysoblec llowing actons shoud be ke to resolve SQL Ijecton inerabilies ia
iy Hsysm}w T e B SOL e bl
SecrU "syslogi

-
Secru sysxlog]| [ees | (o | = = =

secrule ARGS "select.-

Secrule ARGS

“char [[:space:11*\([[
e for sy k)

# MysoL ookt
secrule ARGS
secrUTe ARGS

Sechule ARGS e

# MS Access
SecRule ARGS "MSysACE
secrule ARGS "MSysobje

o

Except RegExp

Parameter="Yalue pairs

g onEe sicle Co astre 1 Response
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Host: webmail.radarhack.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; .3) Gecko/20070309 Firefox/2.0.0.3

Accept: */*

Accept-Language: en-us,en;q;

Accept-Encoding: gzip,deflate

Accept-Charset: 1ISO-8859-1,utf-8;q=0.7,%;q=0.7

Keep-Alive: 300

Proxy-Connection: keep-alive

Referer: http://webmail.radarhack.com/horde/services/portal/sidebar.php

Cookie: Horde3=64d9e199067ca89c2123f696cefb77b8; auth_key=d7d2541b92df9a764920: 931fbald; imp_key=eaclb4fa398654e294864808ad606fc4

Host: webmail.radarhack.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.8.1.3) Gecko/20070309 Firefox/2.0.0.3
Accept: text/xml,application/xml,application/xhtml+xml,text/html;q=0.9,text/plai 8,image/png,*/*
Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: 150-8859-1,utf-8;q=0.7,*;4=0.7

Keep-Alive: 300

Proxy-Connection: keep-alive

Referer: http://webmail.radarhack.com/horde/imp/login.php?logout_reason=logout

Cookie: Horde3=01bba5b1d12dc942d45640c6c65165e4; auth_key=d7d2541456462df9a7649208254331fbald;
imp_key=eac1b4fa3986fce294864808ad606fc4

Content-Type: application/x-www-form-urlencoded

Content-length: 215

WebScarab
File View Tools Help
| Summary | Messages | Proxy | Manual Request | WebServices | Spider | Extensions | Sessionld Anabysis | Scripted | Fragments | Fuzzer | Compare | Search

Tree Selection fiters conversation list

Methods | Status | Set-Cookie | Comments | Seripts

¥ 3 Nt webmall radarhack com 807
¥ O horder
[ Prameset_loaed=1
¢ Cimpr
o login.php
[ redirectpnp 200 0K
# Slingexonp

302 Found

200 0K
302 Found
200

radathack
raathack

[ eginsn 2
¢ [ services/
o 7 javascript php.
= 000K u| vl
- [ sidebar.php 200 0K vl
¢ Ethemes/
o [ bluewhite/
o [ graphicsf
[ soreencss 304 Noto

Parameters

hordeihemesigraphicsfiogout png

orte/hermesigraphicsihelp_indexng

orteMhemesigraphicsihords.png
ie=open_help_win js&app=horde

ore/hemesiluewhite/screen css
creen.ces
iportalisidebar php [2httpelient=1

2file=open_help_win js&app=horde
ejstapp=horde
ordeloginphp
horde/senicesiavaseriptonn ile=apen_compose _winjs&app=imp
orde/ rameset loaded=1
horde/senicesiporalsiaebar php
dexph 2uri=hity%3A% 2F % JFwebrna Fhorde%2F

ordefimpiredirect php
php Zlogout_reason=logout
orde/mp/iogin.hp Plogout_teason=logout
oh 7lagout_rea gout
orde/mp/iogin.ohp Plogout_reason=logout
rordefimpilogin. php
ore/ndexphp
hordefimpiredirect php

Elogoul_reason=failed
gin.ahp 3Fimapuser%3Dxraart 26senver%IDI0calnost% 26p0n%3D1 43% 26,

Used 6.90 of 63.56MB.
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@ BreachGate WebDefend Console - [Site Manager]

! Conse Yew  Adbns Took el

Event viewer oy Managey” G Site Manager |

W% | | @
[rramererprome =

Patameter Name: [Fultiame

Site:
URL: UL [Eloan zsp

Protected

S ample Qualiy:
Nsoss Buiar Name Case Sensiivit,  Yes Access Counter
Last Aocescer

Wariant Selector: Yeg; Sample Qualty: High

Value Caze Sensiiviy - No User Diefined Ves

Localion [Coner =]
) bloanapp.asp

blogin.asp Type JEound Parameter

I Hidden Hote; The paiamster was not learmed as hidden.
Parameters

bransferrequestiasp | |# / | Parameter | variant Selector | Sample Quall
High
2 Fromaccoun: v Hgh
{ 3 MaxTranshmt v Hich
|
I

Humber of Appearances (per shgls eauesti |1 = To |1 =]

Length of Values % % T Cheracter Groups in¥alues

+ Toaccourt 3 ich 7‘154 Dok
5 submit,x High
& submit High

4| [ Line Break Characters
[ Punciustion Marks
O 0uotes

[#/ | Fromaczune | Mextvansamt [ Minus Sign
Tears e [ Angle Parenthesis
O Conkral Characters

o | Cocel

Variants

Jouction. tSdemo.com_Standard

Disabie Blocking

A HTTP Hisader Lengin Any  © Lengih [$055 Bytes

Mk Cookis Header Lengifc C any © Lengi: 4056 Byles

@ Smgie C advanced

o {_siop | _sios | _sumege
o | hop || binin | onge || srowio
Losd |
sy Beaponss Pags ea | e
Comamerponse

soddekoiid _coemts | oom | cues
————

— Creste, | £t | Celets

0 et S

oy tian Passenctens
I~ Ghimet Pt
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s BreachGate WebDefend Console - [Policy Manager]
P oConsole  Wew Actors Tooks Heb

£ EventViewsy” B Policy Manager || (2 5te tanager |
PBIE iR

g

= [|W, Default Protection Policy
= [ BreachMarks

Ane Number
Discorver Mumber

B, Probaction and Audit Polcy Mastercard Number
Diriees Numbar

Custom BreachMarks

26



5/4/2007

27



o o e 20
oot Vewer | P timas

EIE i@ ]
Fiter g

[y

st st o v
- T
st o it

freoien ~ aon
e Sun e - B

ey ke

Haerby sy Giviomen | iemsstins; X

T Floar acg HTT=1. 1
e byisn

o e

e Ercoc oo

g et Fre A —
ax

Conte ticachs
soke hmmmmc DUEDPGEAEBPCDAKILNCHANOD,
SeEHG-EAST LD DVRIF L0V SBUF LEUDESKEEN

Tt
b

HTTP Transaction: 1481 (2007-01-29 15:
Alert Messages

IDRev  Severity Message

oting Abuse Atack Atempt

URL fle extension s restricted by polcy

sian]| & 1 3 @ || fiterirs

5/4/2007

o
reh)
i)
i
e

€ o
Cras

Transaction D 1481
11000
HIMI-3AMEARAGTPGOAAAS

i

Duration | 13.93 msec

Source | 1921681013 /4181
Destnation | 10.10.10.76/80

ModSecurty HTTP Proxy/1 1.0 (Urin)

0 OpenSSLO8TF

ModSecury v2.10-4 (pache 2x)

1 dowrioad (3720 byes)

AertlD 1049

Sttws | Closed

Resoluon | Atack  Not vinerable

C0IDI00GTNOOCRUIVROLHFPOLCUOORIDORZ s HITP/1.0

Response Details

HPTR/1.1 404 Objest Not Found

¥oa

Gategory | Inecton / Syster Gommand

Comment

Reopen Alert

Delets Transaction

| Resqusst gl e 11

Requested Utect

Hesponse Loge

TP 3k php

WA

POST fsellphy ATTPA.1

appicaiicn/vnd me-powe-pon:, asplizaton/meward ¥ Refersr: ntip:/lauction f5. comisel php?

TACCEILLANJUADE EN-IR
Contem-Type
mcceatEncading: joip,

User-Agent: I|:zmat=0(:nmu-m MSE 8 0; Windows NT 5.1 §V1; infePath. 1)

r8; bounden 9622301 10468

Aoceat iragelgit, imagels-xatmap. magelipeg, ogelpipcg, application/s-shockwave-flash, appicationind. m-cxcdl, o

HESE ATEreT 15 o
Gonlen-Leng h. 2588
Connectian: Kezp-Aive
Geehe-Cant-al: na-cache

TS3a6156= T 27 Seza3f323072
4622024170455

Centem Dipeeition: forn d'a; name="scicn’

st
e TU622C20170483
Conton-Dispeaition: furm-daca; aamo="tk"

Piay Staton
—— TuEEZ2d 110458
Centen-Dispeaition: form-doca; namc="deserpticn”

FUR HIn -uE P En
e THGIZEINITAE5
Genten-Dispesition: farm-daca; same-"gict_ur”

Recuest Vioktions
llegal mets character in parameter vaiue:

llesal pattern n Pavameter=value pairs

Flags | Recuissted Object Response Code.

x [HTTP] duser_Iogin phes - This obiect does not existin current poliey. 302

Ful Reguest

POST fuser_login phi? HTTPA 1
Acoept. mage/ai, inagetx-xbimap, inagefpeg, image/bipes, sppication/x-shockwave-flash, applcationivnd ms-excel, +
applicationivnd m-powerpair, applcationinsword, 1 Referer. Htp:auction f5demo.comhuser_login php?
Aceept-Language: en-us

Gortent-Type: applcationty-wiww-form-uriencoded

AceeptEncoding: zip,

deflat
User-Agert Max.uamn(zummme MSIE 6.0; Windows NT 5.1, SV1; NET CLR1 1.4322)

Cookie: SESSION=f4cCdSB1091627d94966210111 51908,

Referver Objects

No ertries found

Parameter Violtions
OR1=1% eyl pattern n Parsmeter=Vaiue pairs

OR 1=1# Hegal mets character in parsmeter valus

Sugport 4

14183229793335640252
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