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1. Introduction

This paper will try to explain how to setup a public/private key authenticated SSH tunnel between a SSH client that supports PKCS#11 and a NOKIA appliance running IPSO 3.7 or later. This allows for strong authenticated access via SSH for terminal access and will secure the Http based voyager access and other protocols via tunneling.

2. First of all, obtain a (cheap) USB smartcard.  

A few models were tested.

· Rainbow iKey 3000 

· eAladdin eToken series
After the installation of the driver, try to obtain a certificate.  

This certificate might be:

· A free certificate from www.thawte.com 

· A Microsoft CA user certificate 

· A Check Point Internal CA certificate

· Any email certificate that you may have imported into the smartcard (less secure)

The procedure to obtain a certificate is very simple, but make sure that you select the right Cryptographic Service Provider (CSP) to generate the public/private keys.

Here is an example from Thawte: (http://www.thawte.com/html/COMMUNITY/personal/index.html)
Follow the standard settings, and when requested, choose the right CSP.

Rainbow iKey CSP: Safesign CSP version 1.0

eAladdin CSP: eToken Base Cryptographic Provider
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You will receive an email with a link that will activate the certificate, typically within a few minutes.  (You actually do not need the certificate to continue, we only need the keys!!!).

Once we have the public and private key on the smartcard, lets go on.

3. Make the SSH client recognize the smartcard.

The SSH client MUST support a PCKS#11 interface.  

Clients from SSH Corporation or F-Secure have this capability (but not in the evaluation versions)

Go to the settings page and specify the PCKS#11
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The DLL to specify is and should be in the c:\windows\system32 directory. 

eAladdin eToken: eTpkcs11.dll

Rainbow iKey3000: aetpkss1.dll

Afterwards, it might be possible to start/Stop the SSH client to enable the provider.  Check the PKCS#11 tab to make sure he is listed.

At this point, the public keys, should be visible in the interface. 
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The public key should be uploaded to the SSH server (he is public, so don’t be afraid). You can do that by clicking the appropriate button.

4. Setting up the NOKIA appliance.

Log in to the IPSO appliance via a password authenticated SSH or terminal session as the admin user and go to /var/admin/.ssh2 directory.

On the NOKIA appliance, the public key needs to be linked manually via voyager to the admin user. So first of all, copy the dump of the public key file to your clipboard.  Make sure you include the ‘begin’ and ‘end’ tags.
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Login to Voyager and go to the SSH server configuration pages, and click (at the bottom of the page) on Go to the authorized keys page.

Goto Add a New Authorized Key (RSA, for protocol version 2), and paste the public key.
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After clicking Apply and Save, things should be working.

5. Configure the SSH client for public key authentication

Create a new SSH session (or a profile) and select Public Key as the authentication method.
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A popup should appear to enter the smartcard pin.
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Now configure tunnels for the http voyager traffic and Check Point smart Console.
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6. Conclusion
This is a very nice and secure way to obtain SSH access. If setup correctly, the private keys cannot be copied of the smartcard.
This way of authentication is very useful if remote access is required from a dynamic IP addresses to the appliance, eliminating the need to open ports for http/https and Check Point traffic from anywhere.  All tunneled connections are in fact to 127.0.0.1.
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